
How to Report a Scam
A printable guide for older adults and families  ·  Updated May 2026

CALL THIS FREE HOTLINE FIRST

1-833-372-8311
National Elder Fraud Hotline  ·  U.S. Department of Justice

Free counselors stay on the line and walk you through every step.
Monday to Friday  ·  10 a.m. to 6 p.m. Eastern Time

What to Do in the First 24 Hours

Where to Report the Scam

FBI Internet Crime Center
For any online scam, including phishing,
romance, investment, and AI deepfakes.

Website: ic3.gov

Federal Trade Commission
For all consumer fraud, including phone, text,
and email scams.

Website: reportfraud.ftc.gov
Phone: 1-877-382-4357

Identity Theft Help
If your Social Security number, credit card, or
identity was stolen.

Website: identitytheft.gov

Your State Attorney General
For state-level enforcement and local police
follow-up.

Find yours at naag.org/find-my-ag

Things You Must Not Do

HCSK Inc.  ·  Delaware nonprofit, File No. 10600106
Full guide online: seniors.hcsk.org/report-online-scam  ·  Email: contact@hcsk.org

You may freely print, copy, and share this page (Creative Commons BY 4.0). 

Call your bank or card company using the number on the back of your card. Some
transfers can be stopped if you call quickly.

1

Change your password on email and banking. Use a different device if your
computer may be infected.

2

Call someone you trust — a family member or friend. You are not alone, and scams
are not your fault.

3

Save all evidence: screenshots, voicemails, emails, receipts, and phone numbers. Do
not delete anything.

4

Do not pay any “recovery firm” that contacts you. Real help from the FBI and FTC
is always free. Anyone asking for an upfront fee is a second scam.

✗

Do not call back the number a scammer gave you. Look up the real number on your
card or the agency’s website.

✗

Do not stay silent. Scams are sophisticated. Doctors, lawyers, and teachers all get
scammed. Reporting protects others.

✗
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